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Summary

Phobos is a ransomware that locks or encrypts files to demand a ransom. It uses AES encryption with
different extensions, which leaves no chance to recover the infected files.

Phobos attackers gain initial access through vulnerabilities in Remote Desktop Protocol (RDP) ports, utilizing
phishing techniques and brute-force attacks to compromise networks.

Subsequent to gaining access, they deploy tools like Smokeloader, enhancing their ability to execute the
ransomware, escalate their privileges, and navigate through the compromised networks all while evading
detection by manipulating system settings.

The malicious program uses encrypt data using AES and adds extensions to infected files such as .Phobos,
.phoenix, .actin, .help, .mamba and others. These files can be fully or partially encrypted

Attack Vectors

e The ransomware targets organizations all over the world. Phobos compromises RDP servers that are open
or have weak security.

e Then cyber criminals send ransom notes, where the victim is asked to contact one of the emails to get the
decryption key.

e The executable file makes its way into an infected system and runs, then the main malicious activity begins.
After the start of execution, the Ransomware deletes shadow copies. Interestingly though, as soon as it
encrypts all targeted files, Phobos pops up a ransom note on the desktop, which is the ransomware
executable file itself.

Phobos Ransomware distribution several ways to end up on your machine:
e phishing emails with attachments
e poorly secured RDP ports

e fake updates



e exploits

e deceptive downloads

e web injectors

e repacked and infected installers

e These distribution methods help attackers to steal victims’ information and encrypt the data by running
Trojan or other malware.

Indicator of Compromise

INDICATOR TYPE INDICATORS
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File Hash

adstat477d[.].xyz
Domian demstat577d[.].xyz

serverxlogs21.[.]xyz




Recommendation

Submit the File Hash to the Antivirus team to update their database with the file hashes.

Submit the Domains to the Network team to update their database with the Domains.

Secure RDP ports to prevent threat actors from abusing and leveraging RDP tools.

Prioritize remediating known exploited vulnerabilities.

Implement EDR solutions to disrupt threat actor memory allocation techniques.

Make regular backups of important and critical files.

Avoid browsing the unsafe websites, clicking on suspicious links, or opening unknown email attachments.
Update and Patch operating system, applications, and security software’s up to date with latest patches.

NOTE: The recommended settings/controls should be implemented after due shall be tested on Pre-Prod or
test environment before implementing. diligence and impact analysis.

Reference Links

https://thehackernews.com/2024/03/phobos-ransomware-aggressively.html

https://any.run/malware-trends/phobos
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