
Security and Privacy Practice

Concerns at different levels:
CXO's 

Ensure adequate controls

Ensure ROI on IT investments

Ensure compliance to regulations 

Business agility and collaboration with external entities

IT Security / Audit & Compliance 

Early warning on non compliance

Easy and efficient policy enforcement mechanism

Response to audit & compliance requirements

Quick Facts

Recognitions

worldwide

34,000+ employees

More than 10 years of global service delivery

Service Portfolio: Applications, BPO and ITO

Ranked among the Top 10 in IT infrastructure, 

Finance & Accounting Outsourcing,

and Human Capital Development by Global 

Services 100 companies' survey in 2009

Ranked No. 7 in the Top 20 IT Software and 

Service Exporters in India by NASSCOM Snap 

Survey in 2009

MphasiS is headquartered in India with offices 

Security requirements in today's world of complex business environments with extended 

and globally connected enterprises have reached far beyond the needs of simply keeping 

out intruders. Enterprises are increasingly looking towards enterprise wide Security & 

Privacy Solutions to better manage and integrate their security policies in a cost effective, 

efficient and uniform manner across all silos of point security products, identity stores, 

technology platforms, and processes. 

MphasiS, with a decade long experience in developing security solutions for Fortune 500 

companies, clearly recognizes that the roadmap to success for the client is more than a 

technology oriented solution. Enterprise solutions need to be developed from an 

established business context foundation and a well planned architectural framework. Our 

holistic approach leads to sustainable, accelerated and risk managed solutions for Identity 

& Access Management, Authorization & Entitlement Management, Governance, Risk & 

Compliance and other security solutions across a distributed heterogeneous technology IT 

environment.

Business Drivers and Security Targets



MphasiS Security and Privacy services covers the entire life cycle of enterprise wide security initiatives from strategy, 

planning & design to implementation, administration and support. Our offerings are designed to help clients reduce 

cost and accelerate the pace of building robust security solutions and extending them across the enterprise.

MphasiS Comprehensive Solution Offerings

Security and Privacy Consulting Services

Spans all Functional Areas
Executive Workshops, Vision and Roadmap

Strategy Planning, Vendor Evaluation, Pilots and Proof of Concepts
Integrated Architecture Definition, Design to Implementation and Supporrt

Identity and Access Management(IAM) - Design, Implementation and Integration

Additional Services

Web Services
Security

Secure Email
Communication

Application
Security

Data Protection and
Compliance Solutions

Manual Administration
Services

Managed Services - Ongoing Maintenance and Support

Active Directory
LDAP
Virtual Directory

Identity Audit & 
Governance
Role Mining
Role Based Access 
Control
Attestation
Compliance Mgmt.

Strong 
Authentication
Key Mgmt.
Certificate Mgmt.
PKI

Web Access
Mgmt.
Enterprise Access 
Control
Access Convergence
Federated SSO
Entitlements Mgmt.

User Provisioning
Workflow
Automation
Delegated Admin.
Self-Service
Federation

Identity Lifecycle
Management

Access Management
Credential 

Management
Identity Compliance 

Management
Directory Services 

Management

Our Strengths

MphasiS Security & Privacy Practice combines deep business domain expertise with in-depth understanding of security 

technologies. With a strong heritage of service offerings in Application Engineering, Infrastructure Technology 

Outsourcing (ITO), Business Process Outsourcing (BPO) and Security Consulting, MphasiS is ideally suited to provide 

comprehensive solutions to ensure security and regulatory compliance.

Strong Architectural, Domain and Integration Capabilities

Architecturally Focused Organization: Our MframE Architecture is a vehicle for continuous architecture 

and framework innovation and includes emerging e-Security technologies and proven best practices into the 

reference architecture.

Thought Leadership in Integration (a key element for security implementations): We have 

strong skills and proven expertise in integrating security solutions with disparate enterprise wide applications.

Unique Blend of Skills: With deep skills in business domain and security technologies, our industry certified 

architects have extensive experience with enterprise scale applications.   

Security (S) Regulatory Compliance (R)

Cost (C)Productivity (P)

Reputation & Business Risk Implications
Manage Internal / External Threats
Enforce Enterprise Wide Policy Based Controls
Reduce Identity and Fraud Abuses
Consolidated Monitoring & Reporting 
Process

Respond to Audits
Sarbanes-Oxley (SOX)
PCI
HIPPA
GLBA
Other Regulatory & Privacy Acts

Business Process Automation
Automated Resource Provisioning
Enhanced User Experience
     Single Sign-on
     Self Service
Automated Workflow Approval
Business Process Delegation

Business Agility
&

Security Effectiveness

Administrative Overhead
Rapid and Low Cost Application Development
Delegated Administration
Self Service
Help Desk Cost

MphasiS Security and Privacy Services Portfolio



Identity Audit and Governance Services

C
on

so
lid

a
te

d
 A

ud
iti

ng
 &

 R
ep

or
tin

g

D
a
ta

 P
ro

te
ct

io
n

Application Security Testing

Entitlement
Services

Functional / 
Data Level

Centralized Admin,
Automated User Life Cycle Mgmt, Delegated

Admin, Self Service, Password Mgmt,
Workflow Approval
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Allow / Deny Access

Single Sign-on

Content
Presentation
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Login

Centralized Access Policy
Definition and Enforcement,

RBAC, SSO, Federation

Authoritative Directory
For Users, Groups & Services

Provisioning
Services

Presentation
Services

Access
Management

Directory
Services

Identity
Management

Other
Resources

Directories

Database

Applications

Platforms

Resources
Role Management

Optimizing Organization wide Roles

Established in 2000, MphasiS Security & Privacy Practice has extensive experience crafting enduring architectures 
and security roadmaps supported by realistic evolution plans

Experience executing sustainable security roadmaps that address business pains and deliver business value at every 
stage through our cost effective, global and virtualized delivery model

Successfully executed green-field implementations, migrations, integrations and sustaining engineering following our 
proven methodologies and agile execution processes

Even balance of product-based and build-from-scratch solutions, solution integration and product engineering

Program Management

Established Framework, Accelerator Toolkits
Proven Processes, Reusable and Repeatable Methodologies

Analyze Plan & Design Build & Deploy Operate & Scale

Current State 

Analysis

Security Needs 

Evaluation

Business Case & 

ROI

Executive Workshops

Vision & Strategy

Architecture Roadmap

Role Mining / 

Analysis

Process Analysis

Vendor Evaluation

Pilots and POCs

Identity Frameworks

Directory Design

Directory Integration

Entitlements

Web Access 

Management

User Provisioning

Federated Identity

Web Services 

Security

Application

Performance Assurance

Production Support

Application Integration 

Factory

Provisioning Adapter 

Factory

Identity Data Analysis 

& Scrubbing

A
ut

o
m

a
te

d
 A

cc
o
un

t s
hi

ft 
&

 P
riv

ile
g
e 

Pr
o
p
a
g
a
tio

n

Focus on Delivering Value



Key Alliances

Oracle

Sun

Computer Associates

Voltage Security

SailPoint

IAM, Identity Audit and Governance, Role Management, Fine Grained Entitlements Management Product Suite

Sun IAM Product Suite

Oracle IAM Product Suite

Novell

SiteMinder

RSA

Custom Solutions

Secure Communication, Data Masking and Encryption

Voltage Security 

Custom Solutions

Application Security Testing

Vulnerability Assessments

Static Code Analysis

Penetration Testing

Experience working with Multiple Vendors

Security Product Engineering and Development

Large Pharmaceutical – Architected and designed an end-to-end Identity Management Solution. Currently 

maintaining and supporting all streams (PKI and Digital Certificate Implementation, Account Provisioning, SSO and 

Web Access Management, Manual Attestation and Access Review for Audit and Compliance) of the globally

implemented solution.

Leading Manufacturer – Architecture, design and implementation of multi-phased Global Sun IDM solution for a very 

large manufacturing client

Large Financial Services Firm – Architecture, design and implementation of multi-phased global Oracle IDM solution 

for a large financial services client.

Global Bank – Established Secure SDLC model for application development and performed application security 

testing (vulnerability assessment and static code analysis) for large number of applications.

We provide product engineering and development services to leading security product vendors.

Representative Case Studies

About MphasiS

www.mphasis.com

MphasiS is a leading Applications, Infrastructure Technology, and Business Process Outsourcing services provider. The 

company delivers real improvements in business performance for clients through a combination of technology know-

how, domain and process expertise. With currently over 34,000 people, MphasiS services clients in Financial services, 

Manufacturing, Healthcare, Communications, Media & Entertainment, Transportation & Logistics, Energy & Utilities, 

Consumer & Retail industries and Governments around the world. To know more, visit 

Copyright © MphasiS Corporation. All rights reserved.

For more information, contact:  or sales@mphasis.com esecurity@mphasis.com

INDIA: MphasiS, Bagmane Technology Park, Byrasandra Village, C.V. Raman Nagar, Bangalore 560 093, India
Tel: +91 80 4004 0404, Fax: +91 80 4004 9999

AUSTRALIA: MphasiS, 410 Concord Road, Rhodes, NSW 2138, AUS
Tel.: +61 290 221 146, Fax: +61 290 221 134

USA: MphasiS, 460 Park Avenue South, Suite #1101, New York, NY 10016, USA
Tel: +1 212 686 6655, Fax: +1 212 686 2422

UK: MphasiS, Edinburgh House, 43-51 Windsor Road, Slough,  SL1 2EE, UK
Tel.: +44 1753 217 700, Fax: +44 1753 217 701
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