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Know Your Customer –
What you need to know
Know Your Customer (KYC) forms the backbone
of an effective anti-money laundering (AML) and
counter terrorist financing (CTF) program. A financial
institution must first verify the identity of a customer
and then perform due diligence to understand the
level of risk posed by doing business with this
customer. It may sound simple, but there are many
factors that make the process burdensome and costly
in today’s business and regulatory environment.

Factors influencing KYC Process
Complexities involved in conducting effective
customer due diligence

Inconsistent processes and controls across lines
of businesses within large financial institutions

Customers may be unwilling, or do not understand why,
to provide information. Complex corporate customer
types are designed specifically to provide anonymity to
the underlying owners, which affects a firm’s ability to
understand the nature of the relationship.
The Financial Crimes Enforcement Network (FinCEN)
Notice of Proposed Rule making would require
Customer Due Diligence (CDD) for financial institutions
to identify and verify the identity of beneficial owners
of their customers. Firms should now assess what
changes will be necessary to meet the standards.

When different lines of business perform their own
processes in siloes, customers are supported by
fragmented documentation and multiple risk profiles.
As evidenced in recent, major enforcement actions,
industry regulators expect a financial institution to
have a single view of a customer’s risk profile, which
encompasses all products and services.

Ineffective risk assessment
Numerous onboarding systems that are not integrated
contain incomplete and/or outdated data.
KYC information must be updated in order for AML
risk management and transaction monitoring to be
effective in identifying suspicious activity and reporting.
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Manually intensive processes and lack of
specialized resources
Those responsible for the KYC process may not fully
understand the regulatory landscape or may have
competing priorities. The result is a ballooning staff
to fill the gaps caused by inefficiency.

Regulatory uncertainty
In their efforts to promote a risk-based approach,
regulators do not fully define specific KYC requirements
as they may articulate them through enforcement action.
This leaves the firm in a reactive mode in the absence of
a flexible process.
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Breaking the Cycle of Remediation

What is the possible solution?

Many organizations are unable or unwilling to change
the status quo and instead apply short term fixes
without addressing the root causes. This leads to
failure in meeting regulatory expectations of one
enterprise risk profile of a customer. CDD information
becomes stale and is not readily available to both
internal and external stakeholders, such as a
firm’s financial intelligence unit who rely upon
this information.

Break the remediation cycle. In order to meet
heightened regulatory expectations and leverage a
KYC Program as an effective risk management tool,
organizations should re-evaluate and transform their
KYC Programs with a focus on process, people, and
technology.
Solutions, mostly focused on data issues,
have emerged in the market in response
to the KYC conundrum. Regulators and
financial firms have been developing a
global standardized Legal Entity Identifier
(LEI) that will help enable organizations to
measure and manage risk more effectively,
by creating a common entity identifier. LEI
data and ownership information from global
registries is incorporated into a reference file
that firms can leverage during customer onboarding.
However, these solutions do not address the process
or root causes of program failures. This implies that
today’s KYC challenges cannot be solved by data
alone.

After the initial collection of customer data,
how can a firm ensure the information
remains accurate? This remains one of the
biggest industry challenges and has led
many financial institutions to undertake costly
remediation efforts. Remediation becomes the
standard process since it is easier for the bank
to re-paper when considering the challenges noted
above. A vicious cycle of re-papering and remediating
every few years devours resources and adds
unnecessary costs. On the other hand, the customers
gets frustrated and puzzled as to why they are being
asked to provide the same information again.
The customer impact can be costly when competing
for market share.

How Mphasis can help your organization transform KYC
An effective, next generation solution must combine technology with skillset of analysts who can make risk-based decisions that arise
during an onboarding process. Unlike most of the industry solutions, Mphasis’ solution effectively combines technology and data with
people - our expert KYC Analysts.
The solution can -
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Create effective, customer due diligence profiles
Our KYC Compliance Service is a comprehensive,
managed service that is powered by our proprietary
technology, which automates interpreting, extracting,
and validating customer data attributes. The
NextAngles (https://nextangles.com) Analyst Desktop
allows KYC staff to become more efficient by
automating many of the steps necessary to perform
customer onboarding and due diligence.

Help manage risk through dynamic profiling
NextAngles can be customized to include data feeds
from across the industry (e.g., Dun & Bradstreet, Lexis
Nexis, Standard & Poor’s), to ensure the solution is riskbased and designed to meet your firm’s needs.
This results in dynamic, customer due diligence profile.
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Reduce costs, optimize processes and
improve efficiency
The solution helps streamline:
• Customer onboarding and identity verification
• Customer due diligence, including identification of
beneficial owners for both public and private entities
• Identification of high risk customers that require
enhanced due diligence and monitoring.
This includes identifying customers that may be
politically exposed or who are the subject of
adverse media; and,
• Risk-based, customer due diligence updates
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The Mphasis Compliance Services team includes former
compliance officers, regulatory examiners, operations experts,
and information technology professionals. Our KYC Analysts
undergo extensive training on U.S. regulatory requirements
and best practices in the Mphasis KYC University. Our
professionals bring to bear critical expertise and resources to
help clients identify, assess and manage the risks associated
with money laundering and terrorist financing.In summary,
organizations that are subject to complex, cumbersome,

and costly KYC requirements should position themselves
for growth. This can be done by making wise compliance
investments as business drivers, which will reduce costs,
accelerate customer onboarding, drive operational efficiency,
better manage regulatory risk, and provide confidence in
conducting a global operation. Please get in touch to schedule
a demo of our KYC Compliance Services and see how Mphasis
can be your trusted partner in transforming the KYC program to
meet the challenges of today and tomorrow.
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