
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Name Bandit information stealer 

Threat Type Information stealer 

Detection Names Avast (Win64:Malware-gen), Combo Cleaner (Trojan.GenericKD.50686234), ESET-NOD32 (A 
Variant Of Generik.HAYHJZO), Kaspersky (Trojan-PSW.Win64.Coins.no), Microsoft 
(Trojan:Win32/Casdet!rfn) 

Symptoms Trojans are designed to stealthily infiltrate the victim's computer and remain silent, and thus 
no particular symptoms are clearly visible on an infected machine. 

Distribution methods Infected email attachments, malicious online advertisements, social engineering, software 
'cracks', fake (malicious) installers. 

Damage Stolen passwords and banking information, identity theft, the victim's computer added to a 
botnet. 
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