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Overview

As the world’s dependency on cyberspace is increasing, the threats aligned with it looms large on businesses. An IT security
breach is in the news every other day and many big organizations have fallen prey to persistent cyber-attacks from hackers. As
these threats are getting too advanced for traditional security apparatus to handle, organizations need to evaluate their security
strategy time and again.

Trends & challenges

Cyber security is high priority for businesses and it has moved from being a middle-management discussion to a board room
strategy. The key challenges and trends in the cyber security world are listed below:

@ ’ Protecting IP and Brand that are vulnerable to threats

@ ’ Creating an agile security apparatus to defend from the threat of tomorrow

6 ’ Encouraging the culture of security by making employees cyber aware

6 ’ Making right security investments in times when overall IT budget is plummeting

@ ’ Governance issues that arise from the emerging digital transformation

@ ’ Adhering to demands of regulatory compliance like Sarbanes-Oxley Act, Basel lll, etc

How Mphasis helps

Mphasis offers a whole suite of cyber security offerings to ensure your cyber space is secure. We align our solutions to your
security needs and deliver near campus like experience with integrated security solutions. Our offerings include:

-
m

Infrastructure correlation
security

Endpoint security Perimeter security Threat intelligence Log mgt & event

&

Data Data loss Web content Email security Disk/File
security prevention filtering encryption
(o) Infrastructure &
Risk & Static code application Policy compliance External
vulnerability mgt analysis vulnerability penetration testing
assessment
Identity & Provisioning & Authentication & Single sign-on, Identity, access &
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Security incident monitoring Implementation & design Consulting
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management, SIEM console implementation & availability audit
monitoring configuration, reporting




The ecosystem of tools that is built around the core framework helps you effectively manage your backup estate:

CodeSecure:

Application Source Code test
to identify vulnerabilities in
web applications

SherlLog:

% Large volume log
analyzer
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Business value delivered

* 98% endpoint security compliance,
exceeding industry standards

Business value delivered

* 25% reduction of ‘false positive’ errors
* Added more than 100 test cases to
improve vulnerability detection
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An integrated solution to tomorrow’s threats

Challenges @
® Protection of IP and brands that are vulnerable to threats * Demands of regulatory compliance: Sarbanes-Oxley, Basel Il
* Governance issues arising from digital transformation o Agility of security apparatus to defend from tomorrow’s threats
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offerings
Design & Assessment & Management &
implementation consulting monitoring
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N . Monitor - Threat intelligence analysis

Inte I I I ge nce tO React - Governance and decision making

© Prevent - Security operations center
thwart threats “¢ Remediate - Application, infrastructure

and data security

® 350+ web & 150+ mobile reusable security test scenarios
® 70+ number of threat profiles identified across platforms
® 30% reduction in time-to-market
® Repository of threat profile, test cases and automation scripts
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Mphasis security operating center manages 35,000 security events per client/day
providing real time analysis of our clients’ infrastructure estate

Success stories é 5 ! :
B Business value delivered

Large North
America based
Financial
institution

Global Life o 70% reduction in security vulnerabilities for a
Sciences

company leading US based security company

 98% endpoint security compliance
30,000 number of endpoints managed
—— * 500,000 number of IP addresses managed

organization’s IP &

sustain crtical * 90% reduction in time taken for vulnerability
identification

« 100,000+ number of servers managed
» 100,000+ number of network devices managed

Manage their
security events that
are in the tune of
11 million per day

25% reduction of
‘false positive’

Managed
180,000 endpoints
across the globe
98% endpoint
security compliance

Added more than
100 test cases

About Mphasis

Mphasis is a global technology Services and Solutions company, specializing in areas of Digital and Governance, Risk & Compliance. Our solution
focus and superior human capital propels our partnership with large enterprise customers in their digital transformation journeys, and with global
financial institutions in the conception and execution of their Governance, Risk and Compliance strategies. We strategically focus on next generation
technologies for differentiated solutions, delivering optimized operations for diverse clients.

Contact us on www.mphasis.com

For more information, contact: marketinginfo@mphasis.com
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